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İsmail Koyuncu1 • Murat Tuna2 • İhsan Pehlivan3 • Can Bülent Fidan4 • Murat Alçın5

Received: 3 August 2019 / Revised: 19 October 2019 / Accepted: 4 December 2019
� Springer Science+Business Media, LLC, part of Springer Nature 2019

Abstract
In this paper, a novel chaos-ring based dual entropy core TRNG architecture on FPGA with high operating frequency and

high throughput has been performed and presented. The design of dual entropy core TRNG has been generated by uniting

the chaotic system-based RNG and the RO-based RNG structures on FPGA. The chaotic oscillator structure as the basic

entropy source has been implemented in VHDL using Euler numerical algorithm in 32-bit IQ-Math fixed point number

standart on FPGA. The designed chaotic oscillator has been synthesized for the FPGA chip and the statistics related to chip

resource consumption and clock frequencies of the units have been presented. The RO-based RNG structure has been

designed as the second entropy source. Chaos-ring based dual entropy core novel TRNG unit have been created by

combining of these two FPGA-based structures in the XOR function used at the post processing unit. The throughput of the

designed dual entropy core TRNG unit ranges 464 Mbps. The output bit streams obtained from FPGA-based novel TRNG

have been subjected to NIST 800-22 test suites.
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1 Introduction

Nowadays, the rapid developments of technologies used in

digital communications especially recent advances in the

internet and the smart phones have gained much interest of

many research groups worldwide [1]. These advances

enable not only people making great changes in their life

styles but also attackers trying to access the private and

secret data. The various safety requirements for these

systems must be considered. These requirements are data

protection, user privacy, minimum resource demand and

fast processing speed [2]. One of the solutions to protect

the data is the cryptography [3, 4]. The cryptography has

been used to transmit securely and fastly the confidential

data, particularly in the last century [5]. In addition,

cryptography is interested in encryption and decryption of

the data [6]. As the data encryption is the process of con-

verting the plain text to incomprehensible form (encrypted

text) using a secret key, the data decryption is the exact

opposite of the data encryption [7]. Since many computa-

tional science applications need huge-quantity of high-

quality Random Numbers (RNs) [8] and the generation of

these RNs is provided by Random Number Generator
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(RNG), the last advances in chaotic encryption [9] caused a

strong connection between the chaos-based cryptography

[10] and the chaos-based RNs [11–13]. The quality of

random numbers used in cryptography is of great impor-

tance for the reliability and power of the system in which it

is used. Therefore, the use of random numbers in cryp-

tography, unlike other fields, must meet some strict

requirements regarding the security of the system.

Chaotic systems exhibit complex and aperiodic behav-

ior, sensitive dependence on initial conditions and emerge

in deterministic nonlinear systems [14, 15]. Important

studies have been performed for investigating and applying

these concepts in scientific and industrial areas [16, 17].

Image encryption [18, 19], secure signal masking [20],

chaos-based composing secure communication mecha-

nisms [21], chaos control [22] and chaos-based synchro-

nization [23, 24], noise generators [25] and RNGs [26] are

among the important investigation and application areas of

chaotic systems in electronic engineering [27, 28]. Heavy

research efforts in the development of chaos-based True

RNG (TRNG) structures have been consumed due to

the sensitive dependence on initial conditions, exhibiting

aperiodic behaviour, encrypting the data signal and having

noise-like behaviour of chaotic oscillators [29, 30]. TRNGs

have been used in many areas including cryptography, the

applications used in Monte-Carlo method, numerical

analysis applications, modeling and simulations of com-

puter. Physical events that are not deterministic have been

used as entropy source in TRNGs. Since this structure

gives more reliable source, it is offen used in cryptography

for initial vector, generation of private and secure key and

in Pseudo RNGs (PRNGs) for the production of seed.

Although TRNGs have disadvantages like low throughput,

being expensive and hardware dependence, they have been

preferred and utilized in applications like secure commu-

nication and cryptology that need high security.

TRNGs are divided into three main categories, namely

Noise-based TRNGs, Free Ring Oscillator (RO)-based

TRNGs and chaos-based TRNGs [31]. Various methods for

many designs and applications of TRNG have been pre-

sented in literature. Avaroğlu et al. [12] have designed

TRNG unit to use it as an additional input for the Hybrid

PRNG. This design includes Sprott 94 G chaotic system

coded in VHDL (Very High-Speed Integrated Circuit

Hardware Description Language) with 32-bit IEEE

754-1985 floating point standard using RK5-Butcher

numerical algorithm on FPGA. The designed system has

passed the NIST test suites and has a maximum operating

frequency of 339 MHz. Çiçek et al. [32] proposed the

implementation of the TRNG structure using discrete time

chaos-based new design method with Complementary

Metal–Oxide–Semiconductor (CMOS) technology.

Koyuncu et al. [33] proposed the design of high speed

chaos-based TRNG on FPGA using the chaotic system that

is developed by them. The design achieves operating fre-

quency of 293 MHz and the throughput of 58.76 Mbps and

passes full tests of the NIST 800-22 and FIPS 140-1. Tavas

et al. [34] have accomplished the design of chaos-based

TRNG with the production of Integrated Circuit (IC) using

0.35 lm CMOS process of new chaos generator that is

compatible for integration and can be used in RNG circuit.

The average throughput of the produced TRNG circuit has

been given as 2 Mbps. Ergün et al. [35] proposed the

design of TRNG structure with technology using non-au-

tonomous chaotic system. The proposed design achieves

operating frequency of 1.24 MHz and the throughput of 10

Mbps. Sunar et al. [36] have accomplished the design of

RO-based new TRNG on FPGA in 2007 and stated that the

produced bit streams are random. Schellekens et al. [37]

have successfully designed the multiple RO-based TRNG

on FPGA. This structure passed full tests of the NIST and

features a 2.5 Mbps throughput. In recent years, the tech-

nical properties including implementation method, the

applied test suite, operating frequency, throughput and the

used method in TRNG structures that designed with dif-

ferent schemes have been given in detail in Table 1. It has

been observed that the technical superiorities of TRNGs

designed with FPGA-based chaotic oscillators on digital

circuit over others have been arisen with respect to inves-

tigations and comparisons in Table 1. These designs sig-

nificantly differ with respect to entropy sources and

production methods. Each design has not only strong sides

but also weak sides. While the operating frequencies of the

analog CMOS-based designs vary from 1 MHz to 25 MHz,

even if the throughputs achieve at rates of up to 40 Mbps,

they remain low with respect to the TRNG systems gen-

erated with hardware. While the operating frequencies of

TRNG designs realized with FPGA-based classical oscil-

lators produces bit rate of up to 20–300 MHz, the

throughputs decrease down to 1–40 Mbps levels due to post

processing algorithm applied to weak outputs because of

the used oscillators and methods. It has been observed that

the TRNGs realized with FPGA-based chaotic systems

provide both higher operating frequencies up to 400 MHz

levels and throughputs. However, there has been a decrease

on throughputs to 50–200 Mbps levels because of the post

processing applied for the qualification on the international

tests. Post-processing is used to improve the statistical

distribution of the bit stream by sacrificing the throughput.

After the post processing, it is possible to state that the bit

stream received from the output of TRNG is random or not.

In this paper, in the first step, suggested chaotic oscil-

lator has been modeled in VHDL using Euler numerical

algorithm in 32-bit IQ-Math Fixed Point Number (FPN)

Standart on FPGA. In the second step, the RO-based RNG

design has been performed using VHDL on FPGA. The
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statistics of FPGA chip resource consumption with the

parameters related to units’ clock frequencies of the design

of the FPGA-based RO-chaotic oscillator has been inves-

tigated. In the third step, a novel chaos-ring based dual

entropy core TRNG design has been implemented by

uniting the chaotic-based RNG and the RO-based RNG in

the XOR function used at the post processing unit on

FPGA. The developed model has been coded using VHDL.

The statistics related to chip resource consumption and

clock frequencies of the designed TRNG unit has been

investigated. In the last step, the randomness tests of the

random bit stream obtained from chaos-ring based TRNG

unit has been realized. To perform this task, NIST 800-22

test suite has been used. 1 Mbit bit streams obtained from

TRNG unit have been subjected to NIST 800-22 test suites

and random bits generated by suggested design success-

fully passed all of the tests. Besides, the suggested design

has better performance in terms of throughput than the

similar TRNG structures in the literature. The successful

results have shown that the proposed chaos-ring based dual

entropy core TRNG can be used in the cryptographic and

secure communication systems that need high operating

frequency and throughput.

2 Method

2.1 The mathematical model of chaotic P3DS

Pehlivan et al. have presented a new 3D continuous time

autonomous chaotic oscillator in their study [46]. The

mathematical model of the chaotic P3DS proposed for

chaos-based engineering applications has been given in

Eq. 1. Here x, y, z are the state variables of chaotic systems

and a = 0.5, b = 1.0 are the system parameters. Also the

initial conditions of chaotic system have been defined as

x0= 0, y0= 0, z0= 0.

_x ¼ y� x� a � z
_y ¼ x � z� x

_z ¼ �x � y� yþ b

ð1Þ

The chaotic P3DS oscillator has 8 terms which of 2 are

nonlinear terms with second degree (xz and xy) and 2

parameters. The chaotic time series obtained from different

numerical algorithms, 2D and 3D phase portraits and

Lyapunov exponents obtained from Lyapunov Exponent

Toolbox (LET) have been given in Fig. 1. Since the sign of

Lyapunov exponents (k1, k2, k3) are (?, 0, -), the system

exhibits chaotic behavior.

2.2 Discrete model of chaotic system

In this part, chaotic system which has not been performed

any FPGA-based study, has been modeled with VHDL

Table 1 The technical properties of TRNG structures that designed with different schemes in recent years

Study in literature Used method Design Statistical tests Operating frequency (MHz) Throughput (Mbps)

Avaroğlu [11, 12] Chaotic oscillator FPGA NIST 800-22 339 –

Çiçek et al. [32] Logistic chaotic oscillator CMOS NIST 800-22 – –

Koyuncu et al. [33] Chaotic oscillator FPGA NIST 800-22 293 58.76

Tavas et al. [34] Oscillator sampling CMOS FIPS 140-1 2

Ergün et al. [35] Oscillator sampling CMOS NIST 800-22 1.24 10

Sunar et al. [36] Ring oscillator FPGA NIST 800-22 – 2.5

Schellekens et al. [37] Multiple ring oscillator FPGA NIST 800-22 40 2.5

Ning et al. [38] Ring oscillator CMOS DieHard 20 10–20

Park et al. [39] Boolean chaotic oscillator CMOS NIST 800-22 300 –

Çiçek et al. [40] Bernoulli chaotic oscillator FPGA NIST 800-22 2 1.5

Wieczorek et al. [41] Bistable Flip/Flop FPGA NIST 800-22 50 5

Wold et al. [42] Ring oscillator FPGA NIST 800-22 – 100

Tuncer et al. [43] Ring oscillator FPGA NIST 800-22 450 25

Wang, et al. [44] Chaotic oscillator FPGA NIST 800-22 – 240

Fatemi, et al. [45] Chaotic oscillator FPGA NIST 800-22 – –

Proposed method Chaos-ring based dual

entropy core novel TRNG

FPGA NIST 800-22 464 464

Analog Integrated Circuits and Signal Processing

123



using Euler numerical algorithm in 32-bit IQ-Math FPN

standart on FPGA. The sensitivity analyses of the used

algorithm have been carried out by investigating the per-

formance and chip statistics obtained from the implemen-

tation of the design on FPGA. First of all, the whole

processes have been done with discrete model of Euler

numerical algorithm that will be used for the chaotic sys-

tem. The initial conditions have been taken as x(k)= 0.0,

y(k)= 0.0 and z(k)= 0.0. The discrete mathematical model

of chaotic P3DS using Euler algorithm can be shown as:

x ðk þ 1Þ ¼ x ðkÞ þ y ðkÞ � xðkÞ � a � zðkÞð Þ � Dh
y ðk þ 1Þ ¼ y ðkÞ þ x ðkÞ � zðkÞ � x ðkÞð Þ � Dh
z ðk þ 1Þ ¼ z ðkÞ þ �xðkÞ � yðkÞ � yðkÞ þ bð Þ � Dh

ð2Þ

x(k ? 1), y(k ? 1) and z(k ? 1) values, which are the

values of the chaotic system when the step size, Dh in-

creases, have been calculated by replacing these coeffi-

cients in the Euler algorithm. The system outputs for each

iteration, namely, x(k ? 1), y(k ? 1) and z(k ? 1) values

have been used as not only the outputs of the system but

also the initial conditions of the algorithm for the next

iteration.

2.3 The implementation of chaotic system
on FPGA

In this part, the reference chaotic system has been imple-

mented on FPGA and has been coded in VHDL. The units

like subtractor, multiplier and adder which have been used

in the production of the designs of units and which

are compatible with FPN standard, have been developed

using IP-CORE Generator that generated by Xilinx ISE

Design Tools. The top level block diagram of the FPGA-

based chaotic oscillator unit has been illustrated in Fig. 2.

(a) (b)

(c) (d)

(e) (f)

Fig. 1 a x–y, b y–z, c x–z 2D

phase portraits, d x–y-z 3D

phase portraits, e x–y–z chaotic

time series obtained from

different numerical algorithms,

f Lyapunov exponents obtained

from LET of the chaotic system

Fig. 2 The top level block diagram of FPGA-based chaotic P3DS unit
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One bit signals, namely, Start and Clk have been presented

at the inputs of the unit. These signals have an obligation

for timing of whole units and synchronizing these units and

their connected system. Dh, which specifies the precision

of the algorithm, indicates the parameter of the step size.

This signal has been implemented from outside to give

flexibility for the design. The initial values, which are

essential for the system startup, are embedded into the

design for the distension of FPGA chip resource utilization.

But if it is required to use these signals, it is convenient to

implement the system to set the initial values defining 3

signals each having 32-bit by using small modifications. In

the implemented FPGA-based chaotic units, there are three

32-bit output signals (X_out, Y_out and Z_out) each have

convenience with fixed point number standard and one bit

XYZ_Ready signal to indicate if the output signals are

ready.

2.4 The test results of FPGA-based chaotic
oscillator

Euler-based chaotic oscillator unit has been synthesized for

the Xilinx Virtex-6 (xc6vlx75t) FPGA chip. The area uti-

lization report of the FPGA and the statistical parameters

related to clock frequencies of the units have been inves-

tigated. The data processing time of unit designed on

Euler-based structure has been obtained using Xilinx ISE

Design Tools 14.2. Here, the output signals namely, X_out,

Y_out and Z_out obtained from the implementation of

chaotic system on FPGA have been presented in 32-bit IQ-

Math FPN format using ISE Design Tools. The results

obtained from Xilinx ISE Simulator have been illustrated

in Fig. 3.

At the end of the Place&Route process which is per-

formed after synthesizing of chaotic oscillator unit, Xilinx

Virtex-6 (xc6vlx75t) FPGA chip statistics have been

obtained and given in Table 2. As can be seen from the

chip statistics, maximum operating frequency of the

chaotic oscillator is 464.688 MHz. Besides, the binary

values in 32-bit IQ-Math format related to time series of

X_out, Y_out and Z_out signals obtained from the chaotic

oscillator on FPGA have been saved into a file during

simulation test stage. After the conversion of the saved

values to real number system, the time series and phase

portraits of X_out, Y_out and Z_out signals have been

obtained using the first 3 9 5000 data set produced by

chaotic oscillator. For example, time series of Euler-based

chaotic oscillator implemented on Matlab and implemented

on FPGA have been presented and compared in Fig. 4(a

and b), respectively. It is observed that there is a good

convergence between two figures.

2.5 FPGA-based RO design and test results

RO structure has been used as a randomness source by

most of IC applications and FPGA-based TRNGs. ROs are

independent oscillators that include odd number invertor.

Each invertor in the ring produces rising edge and falling

edge of clock signal generated in two half period, respec-

tively. The delay instability of inverters connected to inside

of the ring seems as frequency/phase instability (jitter) of

produced clock. Jitter is discarded using flip/flop or latch in

the sampling unit. Because the jitter that produced inside of

the signal has been used directly as a randomness source. In

this section the RO design using VHDL on FPGA has been

implemented.

Fig. 3 Xilinx ISE Simulator results of Euler-based chaotic oscillator unit

Table 2 Xilinx Virtex-6 chip statistics of chaotic system designed on

FPGA

FPGA-based design Euler-based chaotic system

Used/utilization %

Number of Slice Regs. 1196/0

Number of LUTs 1070/0

Number of Bonded IOBs 99/13

Max. Clock Frequency (MHz) 464.688
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FPGA-based RO unit has been synthesized for Xilinx

Virtex-6 (xc6vlx75t-3ff784) FPGA chip. The delay of the

system is 0.635 ns and the operating frequency of the

system is 1.5 GHz. The data processing time of the

designed units have been obtained using Xilinx ISE Design

Tools 14.2 simulation program. The obtained results of RO

unit designed on FPGA from Xilinx ISE Simulator

have been demonstrated in Fig. 5.

2.6 The design of proposed TRNG on FPGA

In this part, the design of dual entropy core new TRNG has

been implemented by uniting the designs of chaotic-based

RNG and RO-based RNG structures on FPGA in the post

processing unit. The performances and FPGA chip statis-

tics of chaotic-ring based new TRNG unit have been

investigated with respect to performed designs. Figure 6

gives the proposed block diagram of discrete time chaotic-

ring based dual entropy core new TRNG designed on

FPGA. IQ-Math FPN method, developed by Texas

Instruments [47], has been used as the quantification

method in the design of chaos-based TRNG. FPN-based

TRNG structure enables taking the 21 bits from fractional

part of the 32-bits in fixed point standard each produced by

chaotic oscillator unit.

Unlike the standard MUX structures, the MUX structure

presented in this study has designed in 3X1 format. The

Select input (Sel) is a 2-bit signal ranging from 00 to 10.

This input signal has been connected to Counter unit (C).

The Counter unit counts as 00, 01, 10 and then returns to

the initial value. In this way, when the output of the

Counter takes ‘‘00’’ value, the related 1-bit value received

from X_RN line has been transmitted to the output of the

MUX unit. As the output of the Counter takes ‘‘01’’ value,

the related 1-bit value received from Y-RN line has been

sent to the output of theMUX unit. Finally, when the output

Fig. 4 The comparison of x(t),

y(t), and z(t) time series of

Euler-based chaotic systems

a on Matlab, b on FPGA

Fig. 5 The obtained results of RO unit designed on FPGA from Xilinx ISE simulator
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of the Counter takes ‘‘10’’ value, the related 1-bit value

received from Z-RN line has been transmitted to the output

of the MUX unit. This process repeats itself periodically.

Post processing unit has 2 inputs with one bit receiving

from ring oscillator and chaos-based TRNG. These 2 input

signals are the inputs of the designed XOR gate. XOR unit

has 2 outputs as TRNG_Ready and Hybrid_TRNG_out.

When the XOR unit produces a result, TRNG_Ready sends

‘1’ value to the output. One of the post processing methods

used in TRNG structures for passsing the statistical tests in

literature is XOR operation. As the output signals of RNG

having only one entropy source are applied to XOR oper-

ation, it reduces the throughput by half. Since the post

processing unit presented in this study has a dual entropy

structure formed as ring oscillator and chaos-based TRNG,

there is no decrease in throughput.

3 Results

3.1 The proposed TRNG on FPGA

In this part, chaotic-ring based dual entropy core new

TRNG unit using Euler numerical algorithm has been

synthesized for the Xilinx Virtex-6 (xc6vlx75t-3ff784)

FPGA chip and then the statistics related to chip resource

consumption and clock frequencies of the unit have

been analyzed. The data processing time of the proposed

chaotic-ring based dual entropy core novel TRNG unit has

been obtained using Xilinx ISE Design Tools 14.2 simu-

lation program. The obtained results of the proposed

chaotic-ring based dual entropy core TRNG unit from

Xilinx ISE simulator have been shown in Fig. 7. The

proposed TRNG unit has been synthesized and after the

Place&Route process, the chip statistics have been given

for the FPGA chip in Table 3. As can be seen from the

results, there is no decrease for the data rate of the output of

the post processing algorithm in the dual entropy core new

TRNG units.

3.2 The randomness test results of FPGA-based
dual entropy core new TRNG

In order to use the developed RNGs in the cryptographic

applications, the randomness and statistical properties of

the RNGs should be investigated and tested. Even though

the outputs of the RNGs cannot be proven as random

mathematically, it is possible to verify that the outputs of

the RNGs have been random or not by using valid statis-

tical tests. These tests declare whether the output of any

Fig. 6 The proposed architecture design of chaos-ring based dual entropy core TRNG
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RNG has met the conditions, that a true random array can

supply, or not. Besides, comments related to quality of the

RNG can be made according to test results. To state a bit

stream as random, it should pass all of the applied statis-

tical tests. Even if one test fails, bit stream cannot be

accepted as random. In this part, international statistical

test namely, NIST 800-22 has been carried out to use the

proposed chaotic-ring based dual entropy core new TRNG

unit in the cryptographic applications safely.

The randomness of the generated numbers produced by

TRNGs that used in cryptographic applications affects

directly the security of these applications. In this respect,

TRNGs have a critical role for cryptographic applications.

Various studies for FPGA-based TRNG structures have

been performed in the literature. The structures including

classical oscillators, ring oscillators and Flip-Flops have

generally been utilized in these studies. Exhibiting aperi-

odic behavior [48], sensitive dependence on initial condi-

tions [49] and having sensitivity on the alterations of the

system parameters [50, 51], are among the fundamental

and important properties of chaotic systems. Although

chaotic dynamics of such systems are identified in deter-

ministic terms, having high sensitivity to the alterations in

initial conditions, when united with their exponentially

divergent aperiodic feature driven by the positive Lya-

punov exponents, makes them suitable alternative for

TRNG applications. In addition, the modifications of the

initial conditions, system parameters and step size (Dh)
make it impossible to replicate the chaotic dynamics

exactly, as a consequence supplying the expected security

and unpredictability for TRNG [32]. Because of the prop-

erties mentioned above, chaotic oscillator-based TRNG

applications have intensively been carried out. Although

RO-based TRNG designs provide high throughput, they

cannot often pass statistical randomness tests including

NIST Tests [11, 40, 52–54]. For this reason, post pro-

cessing has been applied to these structures. As a result,

each post processing operation reduces the bit generation

rate of not only RO-based TRNG designs but also chaos-

based TRNG designs. In this presented study, the

throughput achieves the value of the maximum operating

frequency of the design by combining RO-based TRNG

structure and chaos-based TRNG structure in the post

processing unit. That means, non-deterministic TRNG

structure has been obtained having high data rates without

a decrease in bit generation rate and any possibility to

having access to elements of these sequences.

The structure designed for testing the randomness of the

generated data set obtained from FPGA-based dual entropy

core TRNG unit is given in Fig. 8. A testbench file has

been created after the implementation of dual entropy core

TRNG unit in Xilinx ISE Design Tools program on Virtex-

6 (XC6VLX75T) FPGA chip. The data set of 1Mbit needed

for the NIST-800-22 Test Suite has been obtained from

FPGA-based dual entropy core TRNG unit by running the

test bench file and has been saved into a txt file. Then, the

obtained data set has been tested on PC using NIST-800-22

Test Suite.

Fig. 7 Xilinx ISE simulator result of the designed dual entropy core new TRNG unit

Table 3 The chip statistics of the proposed chaos-ring based dual

entropy core TRNG unit on FPGA

Xilinx Virtex–6 FPGA chip statistics Used/utilization %

Number of Slice Registers 1318/1

Number of Slice LUTs 1355/3

Numbe of fully used LUT-FF pairs 1050/54

Number of bonded IOBs 4/1

Operating Frequency(MHz) 464.688

The data rate of TRNG (Mbps) 464.688

Dual Entropy

Core 

TRNG 

NIST 
Test 
Results

Fig. 8 The designed structure for testing the randomness of generated

data set obtained from TRNG unit
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NIST Test Suite is the other statistical test that has

international validity including 16 test. As Random

Excursions and Random Excursions Variant tests need 1

Mbit data, in general 1 Mbit data have been saved into a

file in computer environment and then the bit file has been

subjected to 16 statistical tests in NIST Test Suite. Table 4

illustrates the NIST 800-22 test results of the proposed

chaos-ring based dual entropy core new TRNG unit using

Euler numerical algorithm on FPGA. As can be seen from

the test results in Table 4, since P value C 0,01, the sub-

jected bit streams have been accepted as random. In testing

phase, as Random-Excursions Variant Test has 18 sub-tests

for x variant that has - 9 B x B - 1 and 9 B x B 1

conditions, 18 test results has been obtained from the

proposed TRNG unit. In order to reduce the complexity in

Table 4, only the result for x = - 9 has been presented.

For the rest of the situations of x variant, the generated bits

have been met the test criterias. The proposed chaotic-ring

based dual entropy core new TRNG unit on FPGA suc-

cessfully passed all of the tests.

4 Conclusion

In this paper, the chaotic-ring based dual entropy core

discrete time novel TRNG structure has been implemented

on FPGA. In the first step, the proposed 3-D chaotic system

has been modeled using Euler numerical integration

method and then chaos analyses have been carried out by

investigating the dynamic behaviours of the system. After

that, the chaotic system has been modeled using VHDL

with respect to 32-bit IQ-Math FPN standard on FPGA. In

the modeling phase, Euler numerical algorithm has been

used. The designed unit has been synthesized for the Xilinx

Virtex-6 (xc6vlx75t-3ff784) FPGA chip using Xilinx ISE

Design Tools 14.2 simulation program. After the Pla-

ce&Route phase, maximum operating frequency of the

chaotic oscillator reaches 464 MHz with respect to

obtained results. In the second step, the RO-based RNG

design has been performed using VHDL on FPGA. In

general, the proposed chaotic-ring based dual entropy core

TRNG unit has been created by uniting FNP Euler

Table 4 The NIST 800-22 Test

results of the proposed TRNG

unit on FPGA

NIST 800-22 statistical tests Proposed chaotic-ring based TRNG

P value Result

1. Frequency (Monobit) Test 0.72184 Successful

2. Block-Frequency Test 0.06380 Successful

3. Runs Test 0.30368 Successful

4. Longest-Run Test 0.19640 Successful

5. Binary Matrix Rank Test 0.99834 Successful

6. Discrete Fourier Transform Test 0.12786 Successful

7. Non-Overlapping Templates Test 0.69314 Successful

8. Overlapping Templates Test 0.90598 Successful

9. Maurer’s Universal Statistical Test 0.02262 Successful

10. Linear-Complexity Test 0.01101 Successful

11. Serial Test-1, Serial Test-2 0.05060 Successful

0.87105 Successful

12. Lempel–Ziv Test 0.94369 Successful

13. Approximate Entropy Test 0.15224 Successful

14. Cumulative-Sums Test 0.56254 Successful

15. Random-Excursions Test

(for x = - 4)

x = - 4 0.49514 Successful

x = - 3 0.54785 Successful

x = - 2 0.15987 Successful

x = - 1 0.07354 Successful

x = 1 0.35479 Successful

x = 2 0.74585 Successful

x = 3 0.35478 Successful

x = 4 0.86541 Successful

16. Random-Excursions Variant Test

x = - 9 0.35789 Successful
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numerical algoritm-based chaotic oscillator and RO unit in

the XOR function used at the post processing unit on

FPGA. The data rate of the proposed novel TRNG unit

ranges 464 Mbps. In the last step, the generated bit streams

obtained from FPGA-based proposed dual entropy core

new TRNG has been subjected to NIST 800-22 test suites

and all of them passed. As a result, in comparison with

TRNGs based on the other techniques and studies, 464

Mbps throughput, which is the highest data rate to date

with fulfilled test results, has been achieved without any

postprocessing.
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